
• TECHNOLOGY 

Nice to See You Again 
Facial recognition is becoming a competitive tool in the fight against fraud 

OBSERVE 
7 visits across 3 locations. 
Last visit: 8 days ago. 
Prior shoplifting conviction. 

Organized Retail Crime (ORO 
see more details 

by DAVID SCHULZ 

Re turn policies are c o m i n g back t o 

h a u n t some retailers. Customers — 

a n d some people w h o are n o t customers 

— seem t o have an insatiable appeti te f o r 

b r i n g i n g goods i n t o a store and asking 

a b o u t credi t f o r r e t u r n e d merchandise . 

Even venerable L . L . B e a n was forced 

t o m o d i f y its generous " l i f e t i m e " r e t u r n 

p o l i c y earl ier th i s year because people 

were d o i n g t h i n g s l i k e b u y i n g the 

company ' s merchandise at y a r d sales a n d 

sending the i tems t o L . L . B e a n l o o k i n g 

f o r a r e f u n d . 

M o r e recently, a m a n i n Y u m a , A r i z . , 

was charged w i t h m a k i n g $1.3 m i l l i o n 

w o r t h o f f r a u d u l e n t re turns at W a l m a r t 

stores across the c o u n t r y . 

I n some cases of f r a u d , merchandise 

presented f o r r e t u r n e d isn't even 

purchased i n t h a t store. I t m a y n o t have 

been purchased anywhere b u t s h o p l i f t e d 

Connor Phillip 5 

OBSERVE 
1 > Last Visit: 13 Days 

1 > Prior Shoplifting C< 

Ago 

mviction 

l 1 it 
or o therwise stolen. T h e challenge 

f o r retailers is to separate legi t imate 

customers r e t u r n i n g goods f r o m thieves 

and scammers. 

Some retailers use t h i r d - p a r t y services 

t o m o n i t o r i n d i v i d u a l s r e t u r n i n g 

merchandise, scor ing t h e m o n factors 

such as w h e t h e r a receipt is i n v o l v e d , the 

length o f t i m e between purchase a n d 

r e t u r n , value o f the r e t u r n e d merchandise 

and whether the i n d i v i d u a l h a d r e t u r n e d 

t o o m u c h merchandise w i t h i n a short 

t i m e span. 

O t h e r re ta i lers are u s i n g f a c i a l 

r e c o g n i t i o n t e c h n o l o g y t o c o m b a t 

r e t u r n s f r a u d , c o m p a r i n g the f a c i a l 

image against a database o f k n o w n 

s h o p l i f t e r s a n d f rauds ters . 
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• TECHNOLOGY 

M e r c h a n d i s e r e t u r n s cost re ta i lers 

i n the U n i t e d States m o r e t h a n $350 

m i l l i o n i n sales last year, i n c l u d i n g up 

t o $ 2 2 . 8 b i l l i o n a t t r i b u t e d d i r e c t l y t o 

f r a u d u l e n t r e t u r n s a n d abuse, est imates 

da ta a n a l y t i c s f i r m A p p r i s s . 

" F r a u d is such a b i g n u m b e r i n r e t a i l , 

one t h a t l a rge ly goes u n c h e c k e d , " 

says Peter T r e p p , C E O o f FaceFirst , 

a s o f t w a r e f i r m t h a t p r o v i d e s a 

s e c u r i t y face r e c o g n i t i o n p l a t f o r m f o r 

use i n i n d u s t r i e s i n c l u d i n g r e t a i l , a i r 

t r a n s p o r t a t i o n , casinos, spor ts a n d 

event venues. T h e c o m p a n y recent ly 

u n v e i l e d F r a u d - I Q , w h i c h i t cal ls the 

f i r s t f a c i a l r e c o g n i t i o n p r o d u c t b u i l t 

s p e c i f i c a l l y f o r use' against r e t a i l r e t u r n 

f r a u d . 

" I t ' s h a r d t o f i n d t o o l s t o c o m b a t 

f r a u d , " T r e p p says. " P a r t o f t h i s 

is because c r i m i n a l s have become 

so s o p h i s t i c a t e d . W e t h i n k [ fac ia l 

r e c o g n i t i o n ] is a c o n t r i b u t i o n t o bat t le 

t h i s . " 

The new F r a u d - I Q w o r k s i n t w o ways 

t o assist retai lers . " F i r s t , i t can i d e n t i f y 

people enter ing the store w i t h o u t a 

package a n d then s h o w i n g up at the 

r e t u r n counter w i t h goods to r e t u r n , " 

T r e p p says, " a n d the second w o r k s 

against repeat o f fenders . " 

T h i s lat ter involves pat terns , analyt ics 

and so f tware . " I t arms retailers against 

previous of fenders , " he says. 

TRAINING THE ALGORITHM 
N o b o d y l ikes being c o n f r o n t e d as a 

p o t e n t i a l th ie f or f r a u d u l e n t r e t u r n e r of 

merchandise . " W e t r a i n o u r clients t o be 

cus tomer- f r iendly , so the i r customers w i l l 

come back a n d s h o p , " T r e p p says. " B u t 

there are a l o t o f people t r y i n g to w o r k 

the system." 

A s a result , FaceFirst suggests t h a t w h e n 

an i n d i v i d u a l has been i d e n t i f i e d as a 

p r i o r offender , they s h o u l d be greeted by 

a manager or loss prevent ion associate 

w i t h an innocuous b u t pleasant phrase 

such as, " H o w can we help you t o d a y ? " 

" T h e person w i l l recognize they have 

been spotted and w i l l be w a t c h e d , " Trepp 

says. " U s u a l l y , they w i l l leave the store." 

Facial r e c o g n i t i o n has been i n the news 

recently, f o r its use at border crossings as 

w e l l its a b i l i t y t o i d e n t i f y the suspect i n 

the C a p i t a l Express newspaper shoot ings 

i n A n n a p o l i s , M d . , t h a t l e f t f ive dead. 

St i l l there are crit ics o f the s o f t w a r e . 

A m o n g the m o s t vocal have been those 

w h o m a i n t a i n the technology makes a 

higher n u m b e r of mis ident i f i ca t ions w h e n 

deal ing w i t h people of color , w o m e n a n d 

especially w o m e n of color . 

" W e d o n o t see these issues w i t h 

o u r c u s t o m e r s , " T r e p p says. By w a y o f 

e x p l a n a t i o n , he notes t h a t a n a l g o r i t h m 

is at the center o f fac ia l r e c o g n i t i o n 

technology . W h e n f a u l t y i d e n t i f i c a t i o n s 

based o n gender o r co lor are m a d e , 

i t means "these a l g o r i t h m s w e r e n o t 

t r a i n e d s u f f i c i e n t l y , " he says. 

A t FaceFirst , a f ter deve loping the 

a l g o r i t h m , " W e begin t r a i n i n g the 

m a c h i n e , g i v i n g i t m i l l i o n s o f images. 

H u n d r e d s o f thousands o f images w o n ' t 

d o , i t has t o be m i l l i o n s , " he says. " I f 

y o u d o n ' t t r a i n w i t h images o f w o m e n , 

people o f c o l o r , w o m e n o f c o l o r , " the 

system is n o t w e l l t r a i n e d . 

A n o t h e r f requent c r i t i c i s m of fac ia l 

r e c o g n i t i o n t e c h n o l o g y is its p o t e n t i a l 

f o r i n v a d i n g p r i v a c y or o t h e r w i s e 

n o t p r o t e c t i n g consumers ' persona l 

i n f o r m a t i o n . 

" A n u m b e r o f t h i n g s rea l ly m a t t e r , 

especially pr ivacy . T h i s inf luences the 

w a y w e develop o u r s o f t w a r e , " T r e p p 

says. " W e have a m o t t o : 'Pr ivacy by 

Des ign , ' because e v e r y t h i n g we d o 

is done w i t h a n eye t o w a r d h a n d l i n g 

people's data . W e are very , v e r y c a r e f u l 

w i t h t h a t . " 

ADDITIONAL LP USES 
T h e t e c h n o l o g y has the c a p a b i l i t y 

f o r m u l t i p l e uses ins ide stores. 

" I t abso lu te ly c a n be o f h e l p " i n 

c o m b a t t i n g employee t h e f t , T r e p p says, 

because i t c a n t r a c k h o w m a n y t i m e s 

an employee leaves a n d re-enters the 

store d u r i n g a w o r k s h i f t . I t c a n also 

t r a c k h o w o f t e n a f r i e n d m i g h t v i s i t 

a n associate a n d b u y a f e w t h i n g s , n o t 

a l l o f w h i c h are necessari ly r u n g u p , 

o r h o w f r e q u e n t l y f r i e n d s are s h o w i n g 

u p i n a store jus t a r o u n d an employee 's 

q u i t t i n g t i m e . 

W h e n F r a u d - I Q was l a u n c h e d i n 

June, j o i n i n g FaceFirst 's b r o a d e r r e t a i l 

s e c u r i t y f a c i a l r e c o g n i t i o n p l a t f o r m , 

T r e p p p o i n t e d o u t t h a t s h o p l i f t i n g a n d 

i n - s t o r e v io lence c o u l d be addressed as 

w e l l as r e t u r n f r a u d . 

" A l o t o f p e o p l e w h o are s h o p l i f t i n g 

are also ones t h a t are p r o n e t o v i o l e n c e . 

C r i m e is t r e n d i n g d o w n , b u t i t is u p i n 

s tores , " T r e p p says. " S t o p p i n g people 

before g o i n g i n t o the store is pre ferab le 

to h a v i n g s u r v e i l l a n c e cameras r e c o r d 

the c r i m e a n d let the s h o p l i f t e r w a l k 

o u t w i t h the m e r c h a n d i s e . W i t h f a c i a l 

r e c o g n i t i o n , t h e y leave once t h e y rea l ize 

t h e y ' v e been s p o t t e d . " 

FaceFirst m a i n t a i n s t h a t its technology 

reduces s h o p l i f t i n g by an average o f 

34 percent a n d in-store violence by 91 

percent. 

"Retai lers are under assault f r o m 

organized re ta i l c r i m e and other 

dishonest customers , " T r e p p says. "We ' re 

seeing r a p i d face r e c o g n i t i o n a d o p t i o n 

across big b o x , grocery and p h a r m a c y 

re ta i lers . " 

H e also sees facial r ecogni t ion 

as a factor i n f a c i l i t a t i n g seamless 

o m n i c h a n n e l r e t a i l i n g . " T h e lines 

between onl ine and physical [ re ta i l ing] 

w i l l be b l u r r e d because of facial 

r e c o g n i t i o n , " he says. O n e example he 

offers : A shopper w a l k s i n t o a store, 

is i m m e d i a t e l y recognized as a regular 

customer and receives notices of specials, 

coupons v ia s m a r t p h o n e . 

A s f o r w h e t h e r any o f FaceFirst 's 

r e t a i l cus tomers h a d r u n i n t o any 

p r o b l e m s c l a i m i n g the use o f fac ia l 

r e c o g n i t i o n had v i o l a t e d someone's 

p r i v a c y , T r e p p says, " N o . " 

" A b ig p a r t o f this is h o w w e t r a i n 

customers , " he says. "People accuse fac ia l 

r e c o g n i t i o n o f th ings t h a t d o n ' t happen o n 

a d a i l y basis. I f the system does recognize 

someone, n o b o d y is p u t up against the 

w a l l and t o l d to raise the ir hands. T h e y 

are just greeted by someone." 

A m p l i f y i n g his p o i n t a b o u t 

f a m i l i a r i z i n g users w i t h f a c i a l 

r e c o g n i t i o n , " W e re ly h e a v i l y o n 

t h i s t r a i n i n g , " T r e p p says. " W e v i e w 

o u r r e l a t i o n s h i p w i t h re ta i lers as a 

p a r t n e r s h i p . " STORES 

David P. Schulz has been writing for STORES 

since 1982 and is the author of several non-

fiction books. 
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